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• How will NARA meet the challenge of accessioning 
especially born digital records when the June 2024 
deadline does finally arrive?

• Are freedom of information laws up to the task of 
providing timely access in the future to those 
archival records? 

• And how can AI tools assist in ensuring that public 
access to the government’s archives remains real 
and not just aspirational?



A historical 
journey….



Iran-Contra PROFS notes on a vintage 
1987 desktop computer





PROFS Notes on NSC 
open reel backup tapes 



Armstrong v. Reagan
(later renamed
Armstrong v. EOP)

On the afternoon of the last day 
of the Reagan Administration, 
January 19, 1989, author & 
investigator Scott Armstrong and 
other plaintiffs filed for a 
temporary restraining order 
against the National Security 
Council, to stop the destruction 
of backup tapes with Iran Contra 
related PROFS notes on them.

Over the objections of the Justice 
Department, the federal district 
court judge ordered that 362 
backup tapes be temporarily 
preserved beyond the end of the 
Reagan Administration.

THE “PROFS CASE”



The late Hon. 
Charles R. Richey & 
Armstrong v EOP







NARA Issues Email 
Regulations First 
Issued in 1995

• Allow print-to-paper 
preservation policies

• Print-to-paper continued 
as the dominant method 
for preservation until 
2016



Until expanding transfer formats circa 2003, NARA 
restricted electronic records transfer formats to 

EBCDIC and ASCII





Boxes of presidential 
records at Mar A Lago: 
a retro-scandal 
involving paper records



Here are 99%+ of White House 
presidential records 



https://www.nextgov.com/analytics-data/2021/04/national-archives-
wants-use-ai-improve-unsophisticated-search-and-create-self-
describing-records/173417/

https://www.nextgov.com/analytics-data/2021/04/national-archives-wants-use-ai-improve-unsophisticated-search-and-create-self-describing-records/173417/
https://www.nextgov.com/analytics-data/2021/04/national-archives-wants-use-ai-improve-unsophisticated-search-and-create-self-describing-records/173417/
https://www.nextgov.com/analytics-data/2021/04/national-archives-wants-use-ai-improve-unsophisticated-search-and-create-self-describing-records/173417/


A great percentage of unstructured data in public 
electronic repositories & archives are not from 

online sources





Past and 
Future 

Deadlines in 
Transitioning 
to Electronic 

Recordkeeping
NARA will only accept born digital or digitized records after

December 31, 2019  (2012 Managing Govt Records Directive)

December 31, 2022  (2019 Transition to Electronic Records Memo)

June 30, 2024 (2022 Update to Transition to Electronic Records Memo)

Agencies since January 1, 2017 have been required to manage
their email electronically (all email, both temporary and
permanent in nature)







• The delay to the electronic record keeping deadline isn’t 
surprising, according to Jason R. Baron, professor at the 
University of Maryland and former director of litigation at NARA.

• “It has been doubtful for some time whether the entire federal 
government could transition to electronic recordkeeping by the 
last day of 2022,” Baron told Federal News Network. “Although 
the memorandum cites COVID-19 as a possible reason for 
agencies needing more time, I suspect that the real underlying 
reasons for delays involve the limited resources agencies face, 
and the complexity of the issues involved. These systemic issues 
will not be going away any time soon, and it remains to be seen 
whether agencies will be able to meet even the extended 
deadlines.”



2022 Memo

• Real reasons for missing the 
target: 
• Failure on part of the federal 

government to be “ready” due to 
resources & bureaucratic inertia

• Complexities of electronic 
recordkeeping

• Will the June 2024 deadline be 
complied with?

• What does the future look like in 
2030 and beyond?





Presidential Records

• The Presidential Records Act of 
1978 mandates that all 
”presidential records” are public 
records of the US to be 
transferred to the National 
Archives and Records 
Administration (NARA) for 
permanent preservation.

Looming Public Policy Issue: Failure to 
Provide Public Access to White House email

From Reagan to Trump
Over 600 million individual emails with 
attachments
(~2 billion pages)



WH email in NARA’s legal custody that are 
open and available for public access*

TOTAL RELEASED

TOTAL ACCUMULATED WH EMAILS

PERCENTAGE OPEN:

• Reagan era Iran-Contra emails

• Supreme Court Justice-related emails
• John Roberts-related emails
• Elana Kagan-related emails
• Brett Kavanaugh-related emails

• Other emails released in litigation or FOIA

5,000

60,000
75,000

170,000

~100,000

~410,000

~600,000,000+

0.08%
* Note: figures represent distinct emails, not total pages. Page equivalents of emails & attachments > 2 billion (est.).
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Capstone Email Policy

• Voluntary policy for US 
agencies to meet NARA 2016 
mandate for management of 
email in electronic form

• Senior officials’ emails 
deemed “permanent”; all 
other employees’ emails 
retained for 7 years

• 250+ components of the
federal government have
elected to follow policy



Capstone email 
repositories
• Depending on the agency, senior official 

emails may already number in the 
hundreds of thousands or millions

• All other employees’ emails may amount 
to millions, tens or hundreds of millions

• By 2030, billions of emails accumulated 
across entire Executive branch

• Capstone repositories soon will be
broadened to include other forms of
electronic messaging,





Post-2024:
Billions of digital e-mail
records hiding in plain 
sight



FOIA is 
Broken

Largely Manual Workflows Leading to Huge Delays, Frustration



https://www.politico.com/blogs/under-the-radar/2017/07/29/judge-balks-fbi-
foia-timeline-17-years-241127

https://www.politico.com/blogs/under-the-radar/2017/07/29/judge-balks-fbi-foia-timeline-17-years-241127
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Key to Unlocking Dark Archives:
AI searches + Filtering for Sensitivities



A need for archivists, records managers, and
lawyers to filter sensitive content of all types 
from public records before access is granted



Categories of Personal Information (not 
exhaustive)
PII

• Names as metadata fields

• Social security numbers

• Telephone numbers

• Passport information

• Bank and financial information

• Credit card numbers

• Vehicle registrations

• Date of birth

• Height and Weight

• Asset information

Sensitive Personal Information

• Medical history

• Criminal history

• Sexual orientation

• Racial or ethnic origin

• Religious beliefs

• Political beliefs

• Mental health

• Genetic or biometric data



Dark Archives

• Sensitive content consisting of personal 
information closed between 100 and 110 years 
(less the age of the individual, if known). If the 
age of the individual is not known, for minors it 
is closed for the whole period, and for those 
deemed to be over the age of sixteen, 80 to 94 
years.

• Source: Moss, Michael S. and Gollins, Tim J. (2017) "Our Digital 
Legacy: an Archival Perspective," Journal of Contemporary Archival 
Studies”, vol.4, art. 3, http://elischolar.library.yale.edu/jcas/vol4/iss2/3

• Rule at the US National Archives is a 
presumption of closure for 75 years from date of 
creation of the document



“Technology 
Assisted 
Review” 
(TAR)

• A process for prioritizing or coding a collection of 
electronic documents using a computerized system 
that harnesses human judgments of one or more 
subject matter experts on a smaller set of 
documents and then extrapolates those judgments 
to the remaining document population.  

• Also referred to as “supervised or active machine 
learning” or “computer-assisted review”

• Efficiently searches vast record collections in 
hours/days rather than weeks/months/years

Source:  Adapted from Grossman-Cormack Glossary of Technology Assisted 
Review, v. 1.0 (Oct 2012)



`

Propositions:

(1)The experience lawyers have with using machine learning goes a long way to demonstrating that 
algorithms used for relevance and the filtering of sensitive content can be successfully applied to a large 
archival repository

(2) We have no alternative but to rely on algorithmic ways if we wish to carry out a central mission of 
allowing access to the world’s accumulated knowledge.





Test Collection:
Records of White House Assistant to the President for Domestic Policy Elena Kagan, 
from the Clinton Presidential Library online database



J.R. Baron, M. Sayed & D. Oard, Journal on Computing and Cultural Heritage, 
15:1, article 5: 1-19 (2022), https://dl.acm.org/doi/full/10.1145/3481045

Using a 
Classifier to 
Segregate Out 
Sensitive 
Content



J.R. Baron, M. Sayed & D. Oard, Journal on Computing and Cultural Heritage, 
15:1, article 5: 1-19 (2022), https://dl.acm.org/doi/abs/10.1145/3481045 (pre-
print at https://arxiv.org/abs/2011.07203)

Using a 
Classifier to 
Segregate Out 
Sensitive 
Content



How well does ChatGPT 3.5 do in 
making FOIA determinations on 
withholding, and explaining its 
decisions?



“More 
Product, 
Less 
Process”

Mark A. Greene and Dennis Meissner, 
“More Product Less Process: 
Revamping Traditional Archival 
Processing,” American Archivist 68:2 
(2005)

• Waiting for every individual named in records to 
pass away before opening vast amounts of records 
is a strategy, but in my view not a very good one.

• We should continue to promote ML/TAR methods 
that efficiently find responsive records and 
accurately segregate personal content as best we 
can

• We should explore how generative AI can provide 
narratives explaining why documents or portions 
of documents have been withheld under freedom 
of information laws



Letting go of 
a reluctance 
to embrace 
the AI world



Impenetrable



…but think of the black box as a “gift” to archivists 
to improve access to vast digital collections.
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