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CLIO-X: MOTIVATION

Archives are increasingly using Al

Using Al to decipher historical
manuscripts

Il cL1O-X

Source: https://nouvelles.umontreal.ca/en/article/2023 /11/08/using-ai-to-decipher-historical-manuscripts/
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But we want ethical application of Al
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The Broad Vision is o build on the Inf L

TOWARDS A PRIVACY-PRESERVING
COMPUTE INFRASTRUCTURE FOR
ARCHIVES

Victoria Lemieux
InterPARES Trust Al 9™ Symposium
Vancouver, October 28, 2023




OPPORTUNITY #1, CONT'D

Privacy enhancing

technologies:

» An emerging class of

technologies and methods meant to

The White House. 2021. US and UK to Partner on Prize
Challenges to Advance Privacy-Enhancing Technologies.

Protecting Privacy in Digital Records: The Potential of Privacy
Enhancing Technologies

VICTORIA L. LEMIEUX" and JOHN WERNER®, School of Information, University of British Columbia,
Canada

With increased concerns about data protection and privacy over the past several years, and concomitant introduction of
regulations restricting access to personally information (PI), archivists in many jurisdictions now must undertake ‘sensitivity
reviews’ of archival documents to determine if they can make those documents accessible to researchers. Such reviews are
onerous, given increasing volume of records, and complex, due to how difficult it can be for archivists to identify whether
records contain personal information (PI) under the provisions of various laws. Despite research into the application of
tools and techniques to automate sensitivity reviews, effective solutions remain elusive. Not yet explored as a solution to
the challenge of enabling access to archival holdings subject to privacy restrictions is the application of privacy enhancing
technologies (PETs) - a class of emerging technologies that rest on the assumption that a body of documents is confidential
or private and must remain so. While seemingly being counter-intuitive to apply PETs to making archives more accessible,
we argue that PETs could provide an opportunity to protect PI in archival holdings whilst still enabling research on those
holdings. In this paper, to lay a foundation for archival experimentation with use of PETs, we contribute an overview of these
technologies based on a scoping review and discuss possible use cases and future research directions.

CCS Concepts: « Security and privacy — Domain-specific security and privacy architectures; Information accountability
and usage control; Management and querying of encrypted data.

Additional Key Words and Phrases: Privacy Enhancing Technologies, Homomorphic Encryption, Trusted Execution Environ-
ments, Secure Multiparty Computation, Personal Data Stores, Privacy Preserving Machine Learning, Synthetic Data

ACM Reference Format:
Victoria L. Lemieux and John Werner. 2023. Protecting Privacy in Digital Records: The Potential of Privacy Enhancing
Technologies. ACM J. Comput. Cult. Herit. 1, 1, Article 1 (January 2023), 19 pages. https://doi.org/XXXXXXX.XXXXXXX

1 INTRODUCTION

A new era of access to archival documents is upon us. It has opened increased experimentation with using artificial
intelligence (AI) tools to make archives more accessible and is enabling novel methods of exploring archival
holdings (see, e.g., [70], [26], and [45]. Recent programs exemplifying this trend include AEOLIAN (Artificial
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InterPARES "WE_CAN’!

-discuss and finalize the solution requirements and architecture & identify initial test data (e.g., newspaper
holdings, X (formerly Twitter) holdings).

-refactor the WB project and integrate it & MyCNTRL code to meet initial distant reading requirements (e.g.,
for sentiment analysis)
-implement with one strategic partner initially, with a view to scaling in Phase 2

-scale the solution to additional strategic partners

-identify additional AI functionality to support distant reading
-identify additional PETs & other technical funcitonality
-implement additional functionality into the solution

-implement Decentralized Autonomous Organization to govern the shared infrastructure for participating
archives & return generated revenue to maintain infrastructure and benefit archives




Q ConnectWallet H

Catalogue Publish Verify Partners ¥ Resources Vv

Explore archival data securely.
Build knowledge collectively.

ClioX is a new kind of privacy-first platform—built by and for researchers, archivists, and
cultural institutions. It's designed to help you explore, share, and collaborate on sensitive

archival material with AI without compromising on privacy or ownership.
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CLIOX: CULTURAL
HERITAGE AND
ARCHIVES
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== Archives are increasingly s

CLIO-X OVERVIEW VIDEO
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Al generated image courtesey of Rosa Gil
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. ) Research teams Research scholars
Applications Cultural Heritage Research teams offering interactive & curators access
& Services Institutions (e.g. offering NLP, visualization tools insights (e.g.,
Portal archives, Computer Vision or (e.g. Vizualization output of analytics

museums, LLM tools Hub) without direct
Indigenenous access to raw
\Qnowledge keepersy \ / \ / \ assets) j/
Consent & Rights Management Compute Environment (C2D)
Middleware (e.g., Ethical access frameworks such as OCAP Off-chain viritual clean room for computing over
principles with community controlled access records or digital assets
A Control
Network & Gai ccess onirot Logging & Monitoring Audit Trail
aia-X identity and policy ) ,
Protocol . Tamper-evident logs (e.g., Hosts provenance tracking
engine + DACs (Data Access - .
Layer Conditions) blockchain-based) and community
Network & Al & Data
Protocol Federated data repositories & model registries (e.g., Cultural Heritage Intitutions’ data stores,
Layer hosted Al models)

FIG. 1. OVERVIEW OF CLIO-X SOLUTION ARCHITECTURE (SOURCE: AUTHORS’
OWN ADAPTED FROM PONTUS-X)



MANUFACTURING @® Live

Fle\4Res

Co-funded by the [
European Union Fax

Flex4Res

a ® Live

Applied Artificial Intelligence

(- beebucket

beebucket

® Live
AIRBUS
Airbus

For those who make this world a safer
place. We pioneer defense and space for

their mission success.

GO TO PORTAL 2

® Live

92%0)....0

fAn AN

CLIO-X

Clio-X

® Live

&% PONTUS-X

) deltabXD

Pontus-X Main Portal

® Live

future
engineering

network

Future Engineering Network

AGRICULTURE ® Live

AgrospAl

LANGUAGE MODELS ® Live

Staatsbibliothek
Zu Berlin
PreuRischer Kulturbesitz

Berlin State Library



Catalogue Publish Verify Partners ¥ Resources Vv

Explore archival data securely.
Build knowledge collectively.

ClioX is a new kind of privacy-first platform—built by and for researchers, archivists, and
cultural institutions. It's designed to help you explore, share, and collaborate on sensitive

archival material with AI without compromising on privacy or ownership.



Setup MetaMask

To interact with the portal, you need to install and create an account with MetaMask

Click on the button to download

i0s Android -\‘3
MetaMask from the official website. -/

Once you've set up an account, you

Install MetaMask for your browser

are ready to move to the next step.

' @ Main Ethereum Network ‘

Account1
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NEXT STEP



The Archivist

Publish and protect your holdings
with tools built for ethical Al

stewardship and collaboration.

Choose Your Role

Select the path that best describes you to see your next steps.

a

The Researcher

Explore archival datasets with Al to
gain data-driven insights.

Ecosystem Partner

Ready to join a global values-aligned
Web3 community?



Data NFT* ()

PX Data NFT — PX-NFT

Asset Type*
Title*

Enron Test Dataset 2

Description® @

Dataset comprised of Enron Emails.

Service Credential @

e.g. https:/ffile.com/service-credential.json

Data NFTs are unique digital assets that represent the intellectual property of your digital services.

-
Algorithm

Mgl cL1O-X

THE
ARCHIVIST

« Publish and protect your
holdings with tools built for
ethical Al stewardship and
collaboration.
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The dataset offered contains PII

test.pontus-x.eu

refs/heads/core-components/core-components/data/enron/enron_subset.csv

iti

1agree to the Tern

ARCHIVISTS CAN PUBLISH METADATA ABOUT THEIR ARCHIVAL
DOCUMENTS TO MAKE THEM AVALABLE



ARCHIVISTS CAN SPECIFY SPECIAL TERMS OF ACCESS AND
WHETHER THEY WILL CHARGE FOR ACCESS
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& COMPUTE DATASET CEP-IMGS
Pig pen images sequence for

animal well-being assessment
Centre d'Estudis Porcins (CEP)

A sequence of images from video surveillance of one
of the pens in the Centre of Swine Studies of Catalonia
(CEP), an experimental pig farm managed by a cons...

1sale € Pontus-X Devnet

& COMPUTE  DATASET  GXAT
DATA TEST 2 - Automated Energy
Consumption Benchmarking for S...

Craftworks

DATA TEST 2 - Automated Energy Consumption
Benchmarking for Sustainable Manufacturing -

EuProGigant

Free

2sales @ Pontus-X Devnet

& COMPUTE DATASET  GXAT
[test] enron 100

University of British Columbia

for testing only with only 100 data lines

Free

1sale @ Pontus-X Devnet

& COMPUTE DATASET SYMBOL
Nautilus-Example: Compute
Dataset Name

deltaDAO AG

Nautilus-Example Description This asset has been

published using the nautilus-examples repository.

Free
# Pontus-X Devnet

A
%
<

& COMPUTE DATASET = GXAT

Final Data for Automated Energy
Consumption Benchmarking for S...

Craftworks

Overview This data offering was generated within the
EuProGigant Gaia-X Lighthouse project context. It can
be used by an Al-Algorithm that enables metal part ...

Free

1sale @ Pontus-X Devnet

db COMPUTE  DATASET = GXAT

[test] tokenized enron subset

University of British Columbia

cloud storage version

Free

1sale @ Pontus-X Devnet

CLIO-X

THE
RESEARCHER

» Explore archival
datasets with Al to gain
data-driven insights.




& QuickTimePlayer File Edit View Window Help

MBOS=2S0O

SELECTING DATA AND Al ALGORITHMS
FOR COMPIITATION

Screen Recording
2025-07...1.26.48

L) a B

Google Chrome

Screenshot
2025-0...t 17.02.53

Screenshot
2025-07...17.03.02

Screenshot
2025-0...t17.04.52

Screen Recording
2025-07...21.18.56

Screen Recording
2025-07....13.mov

Sat Jul 19 21:41

Screenshot
2025-0...09.53.12

pa

Screenshot
2025-07...12.15.55

Screenshot
2025-0...13.59.58

Screenshot
2025-0...21.35.20

Screenshot
2025-07...20.17.41

Screenshot
2025-07...22.11.39




ClioX Text Analysis Visualization Hub I H I

Data Distribution on Email Counts b3e Data Distribution on Date b
Shows the distribution of email counts over time Shows the distribution of emails by date R E S EA R ' H E R
Distribution of Emails per Day Email Count Over Time
80
20

3« 60 % I

5 £ :

T 40 o . .

° ] » Explore archival datasets with

I
8 |I| I
.1 | IR . R
; " nl | il ne Al '\-'“-'IL'” LU Al to gain data-driven insights.

| i
.' - TR 1 LT TR e SITLE
[ | T — o LR
4 6 8 10 12 14 16 1 20 22 24 O O O o N N
b 9 g 5 F 1\\" & & & &
o N 3 v L4 S
¢ W ¥ § o

OQ
Emails per Day Date

Sentiment Analysis by Category

I CLIO-X



‘ QuickTime Player File Edit View Window Help

BPBOe=2S0O0F s " BEC~77TW

Screen Recording
2025-07...1.26.48

Screen Recording
2025-07....24.mov

Google Chrome

Screenshot
2025-0...t 17.02.53

Screenshot
2025-07...17.03.02

Screenshot
2025-0...t17.04.52

Screen Recording
2025-07...21.18.56

Screen Recording
2025-07....13.mov

Sat Jul 19 21:44

Screenshot
2025-0...09.53.12

pa

Screenshot
2025-07...12.15.55

Screenshot
2025-0...13.59.58

Screenshot
2025-0...21.35.20

Screenshot
2025-07...20.17.41

Screenshot
2025-07...22.11.39

A0 90029Q80 - Te &y

SELECTING DATA AND Al ALGORITHMS
FOR COMPIITATION



Catalogue Publish Verify Partners A Resources v Q

EuProGigant »

GX4FM movelD »

COOPERANTS ~
ACCURATE »
Flex4Res »

Airbus 7

Pontus-X Main Portal »

Explore [ E c 0 SY ST E M

. Future Engineering Network (FEN) »
Build k

Berlin State Library »

4 5 . FIWARE » 4 1)
ClioX is a new kin and for researchers, archivists, and
Al Polish Agriculture Data Space » AL
cultural institution share, and collaborate on sensitive
3 Open Dataspace Lab » . .
archival material w rivacy or ownership.

Car Repair4.0 »

Service-Meister »

« Ready to join a global

values-aligned Web3
community?




| S n -
& e -1 F L E:

S fmv - "

o g
& -l
- o
b :

,Fé'

> L —

-_
g5
=

(]

. » - -
. ) y e .
s D g b P
Lo 0

-
SR 4l L XS WXL
AN AL




Q ConnectWallet n

Catalogue Publish Verify Partners ¥ Resources Vv

Explore archival data securely.
Build knowledge collectively.

ClioX is a new kind of privacy-first platform—built by and for researchers, archivists, and
cultural institutions. It's designed to help you explore, share, and collaborate on sensitive

archival material with AI without compromising on privacy or ownership.

Launch in June
2025 during IAW25

If you are interested in trying
Clio-X, visit
https://www.cliox.org/

or to explore becoming a
partner, email
vlemieux@ubc.ca

Thank you!

Blockathon
) 3 (hackathon) to
Onboartdlng first . develop new
Partiie > analytic tools July
2025
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